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A brief by the California Education Learning Lab

This brief draws on early insights from projects
funded by Learning Lab, regarding critical
questions about the use of Al in California
higher education. Although most projects are
still underway and final conclusions are
forthcoming, the brief spotlights the potential
of faculty-led, student-centered innovation in
advancing the ethical and responsible use of Al
for teaching and learning. Insights from related
discussions at the “Better Together” convening
may be incorporated into a Learning Lab white
paper to be published in the coming months.
For more information about projects funded
through Learning Lab’s Al Challenge, please
visit_https://calearninglab.org/projects/.
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Critical to student Al preparation is not just
that they be broadly familiar with Al, but that
students are equipped to be both ethical
users and ethical creators of Al tools. The
state of California has signaled that Al
proficiency alone is not sufficient; ethical
engagement is essential. Legislation such as
the Transparency in Frontier Artificial
Intelligence Act (SB 53), which codifies
principles of transparency, safety, and
accountability recommended by the State’s
Report on Frontier Al Policy;? and the
Generative Artificial Intelligence
Accountability Act (SB 896); which
establishes oversight and accountability
measures for generative Al in state agencies,
reflect a broad expectation that both
creators and users of Al tools must engage
with Al ethically.

Higher education has the opportunity to play
an important role in Al ethics education,
given its ability to support broad swaths of
citizens in thinking deeply and critically and
its independence from competing interests.
Insights from Learning Lab grantees indicate
that teaching and learning could be best
served by active student exploration of
broader ethical issues such as bias and
privacy. At the same time, academic integrity
may be supported by developing students'
understanding of the impact of Al use on
their own critical thinking and learning, and
increased pedagogical transparency.

1CA Legis. S. SB-53. Reg. Sess. 2025-2026 (2025). https://leginfo.legislature.ca.gov/faces/bill TextClient.xhtml?bill_id=202520260SB53

2Bommasani, R., Singer, S.R., Appel, R.E., Cen, S., Cooper, A.F, Cryst, E., Gailmard, L.A,, Klaus, |, Lee, M.M, Raji, I.D., Reuel, A., Spence, D.,
Wan, A,, Wang, A., Zhang, D., Ho, D.E,, Liang, P, Song, D., Gonzalez, J.E., Zittrain, J., Chayes, J.T., Cuéllar, M.F,, & Fei-Fei, L. (2025). The
California Report on Frontier Al Policy. The Joint California Policy Working Group on Al Frontier Models. June 17, 2025.
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3CA Legis. S. SB-896. Reg. Sess. 2023-2024 (2024). https://leginfo.legislature.ca.gov/faces/billINavClient.xhtml?bill_id=202320240SB896
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Student and Faculty Concerns
about Al

Students’ investment in the ethics of Al is
reflected in what they share as some of their
primary Al concerns. The Equitable Al Alliance
project’s survey showed that 85.3% of students
across all 22 California State University (CSU)
campuses are concerned about Al's impact on
society, 89.5% are concerned about
unregulated development, 79.8% are worried
about environmental impact, and 76.5% about
ethical use. Learning Lab faculty grantees have
reported that students sometimes express
wariness or even refusal to use Al tools
because of worries about environmental costs
associated with LLMs; the replacement of
human workers with Al; and that companies
leveraging these technologies benefit and
profit from using human-created data
(including students’ usage data) for LLM
training purposes.

Despite this high level of apprehension that
can impact not just how students use Al but
whether they use it at all, Learning Lab faculty
grantees have also shared that an institutional
focus on preventing cheating can overpower
the rhetoric around Al ethics at California
higher education institutions. One Learning Lab
faculty grantee working on interdisciplinary
faculty literacy to prepare students to leverage
Al to support learning elaborated:

“I feel like almost all of the institutions
that I've been talking to, they're focused
more on academic integrity and honesty
of using Al, as opposed to the ethics and
the ramification of using Al. And what are
some privacy issues and ethical issues?

I feel like my educators don't know it, and
so... | can't even expect them to teach
about it with the students.”

The lack of substantive and universal training
on Al ethics literacy impacts faculty
themselves as well as their students. The
same grantee noted that some faculty
inadvertently risk violating FERPA via their use
of Al tools, noting that, “They may actually ask
ChatGPT to complete whole tasks for them,
putting student work even into vendors that

are not authorized by the university and they have no
idea what they're doing is wrong.”

Similarly, students choose to use services like
ChatGPT without understanding either the privacy
implications, such as who is accessing what they
input into LLMs and how that information will be
used or, critically for learners, what is lost by
offloading productive struggle for a quick answer.
Shared one grantee: “My IT department tells me that
only 10% of faculty and students at [my institution]
had actually activated their [institutional] ChatGPT
account yet | see most of the students using it...
Students still prefer to just use ChatGPT on their own
to have it just totally solve the problem for them."

In order to understand why they should be wary of
simply using ChatGPT on their own to give them
answers, students need to understand both the
broad ethics issue of privacy and the value of using
an institutional tool (e.g., tools faculty have
customized) to support their learning. While students
may not fully understand who accesses LLM data
outside of their institutions when they use public,
commercial LLMs, there is an understanding that this
data is not private within institutions when they use
university-provided LLMs.

Student concerns about privacy and faculty concerns
about learning cannot be treated as separate issues.
Assumptions that students are not using
institutionally or faculty-approved Al tools because
they would rather use a tool that just gives them the
answer may be missing a more fundamental
discomfort with being watched and monitored.
Multiple faculty members reported hearing from
students that they were not using institutionally-
approved Al tools because they were concerned they
were being tracked or watched by their institution,
and this concern was not limited to students. Shared
one faculty member: “A lot of our educators and
students across CSU don't want to use the one that
is provided by the institution, and they will pay more
money, and including me, | pay more money and use
the one that | pay for. I'm totally guilty as well”


https://dictionary.apa.org/zone-of-proximal-development
https://dictionary.apa.org/zone-of-proximal-development
https://dictionary.apa.org/zone-of-proximal-development

Focus groups with faculty confirmed that
they had concerns about being surveilled by
institutional IT departments and lacked trust
that their institutions would never look at or
use that data. It is then worth asking: If
faculty themselves do not want to use
institutional versions of Al tools because of a
discomfort with being tracked by their
colleges and universities, why would
students feel any differently? And, where
faculty may see transparency into students’
productive struggle as pedagogically
valuable (such as reviewing prompt logs),
students may fear judgement over their
mistakes, frustrations, or non-sequiturs.

Need for Transparency

Focus group discussion indicated that
faculty should be ready not just to answer
students' questions about whether tech
corporations will have access to student LLM
input and if so what they might do with it, but
also whether faculty and administration will
have access and what they might do with it.

Faculty believe that they have a responsibility
to be transparent with students when asking
them to use Al tools — to alleviate their real
and valid privacy concerns, and to better
understand privacy concerns related to non-
institutional LLMs. Faculty need to help
students understand the privacy implications
of using external tools and what privacy
protections are provided by institutionally-
approved tools.
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learning in Math, Engineering, Biology, Writing,
and other disciplines. These tools are designed to
support students in a scaffolded, personalized
way, but are specifically designed to not give
students answers.

In many ways, Al has been forcing faculty to engage
in the high value pedagogical process of
articulating why they are being given an assignment
and what will be gained by doing it, why learning
what they are learning is important, and the
necessity of productive struggle, not just easy
answers, in order to develop true understanding.
Faculty are navigating what one grantee described
as a “fine line” between providing carefully
structured support that is sufficient to incentivize
continued engagement in productive struggle, but
not so distant from students’ individual zone of
proximal development that they become frustrated
and give up.

Courses where an Al tool is used

should dedicate substantive time to Al While these tools ideally leverage Al to enhance

learning rather than undercutting student critical
thinking, equally important is having substantive
class time spent to help students understand the
value of choosing these tools over their own LLM
account, both in terms of FERPA/privacy
safeguards and in terms of their own learning.

ethics and pedagogical transparency.

Productive Struggle:
Critical for Learning

Several Learning Lab grantees are developing
contextualized tools to support students’

That students do not actually want to experience
learning loss through use of Al tools is supported

4Definition: “in Lev Vygotsky's sociocultural theory, the difference between a child’s actual level of ability and the level of
ability that they can achieve when assisted by, or working in cooperation with, older or more experienced partners (e.g.,
adults or more knowledgeable peers). Vygotsky asserted that what children can do with the assistance of others is even
more indicative of their developmental status than what they can do alone.” American Psychological Association. (2023).
Zone of proximal development. Retrieved from https://dictionary.apa.org/zone-of-proximal-development
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by data gathered by one of Learning Lab’s Al
projects. In personal reflective feedback from
65 student participants, the most frequently
cited concern about Al was over-reliance;
specifically, fears of increased laziness and
diminished learning, skills, or critical thinking.
Notably, 85% of students identified this issue as
a primary concern. About a quarter of students
also indicated concerns about misinformation,
inaccuracy, bias and deepfakes; others brought
up broader ethical concerns such as artistic
plagiarism and liability, privacy and data
security, and inequitable access; while one
student mentioned environmental impact.

With students positioned not only as current
and future users of Al tools, but also as creators
of them, these findings underscore the
importance of dedicating curricular space to
sustained engagement with Al ethics.

Opportunities for Student
Engagement/Research

Critical to robust Al ethics is allowing students to
have hands-on understanding of how Al works
and what its limitations are, including
intersections with ethical concerns such as bias.
Students can be key collaborators in developing
ethical applications of Al tools. Their inclusion in
this work not only provides necessary insight
from the student perspective, but can serve as
skill-building experiences for the students
themselves. For example, the GnT Interview
Trainer project at CSU Fullerton is developing an
interactive Al-powered tool for students to
practice job interviews in ways that allow them to
leverage discipline specific knowledge, and
receive feedback. Their project team includes
undergraduate assistants from various
disciplines who are conducting research and
providing critical input on bias mitigation for the
tool.

Participation in this project is giving them direct
research experience under faculty guidance, first-
hand exposure to issues around biases in Al tools
and other ethical considerations, and preparation
to act as informal peer mentors modeling ethical
pproaches to using Al. One student noted that

Students do not actually want to

experience learning loss through use
of Al tools.

participating in this project heightened her
own understanding of bias in Al tools in ways
she was able to share with peers.

Additionally, incorporating students in Al tool
development processes in a college
environment can support more equitable
access to career opportunities in Al. In an
article for CSU Fullerton News, undergraduate
student Giselle Cortez-Tlaxcuapan “...said by
participating in the project, she is honing her
research skills while exploring her interest in
Al development. After she graduates, the third-
year student plans to use the Al tool to help
launch a career in software or video game
development. ‘Coming from an
underrepresented community and a first-
generation college student, tools like this help
level the playing field. It's exciting to contribute
to something that could help students like me
succeed, she said. ‘What’'s most rewarding is
knowing this Al tool could help many students
land their dream jobs.” °

Early Conclusions

Based upon discussions with faculty and
surveys that have been conducted, Al ethics in
the classroom should emphasize:

Al ethics literacy around fundamental
concerns such as environmental impact,
bias, and privacy to help students navigate
their choice to use or not use Al and
become responsible future users and
creators of Al;

* Pedagogical transparency in the classroom
to help students understand how to use Al
as a learning aid rather than a learning
replacement; and

¢ Hands-on student interactions with Al that
help them see “under the hood” to foster
increased agency and understanding and
equitable job readiness.

5Ramos, D. C. (2025, September 19). Al Interview Bot Gives Students Edge to Land Jobs and Start Their Careers. CSUF
News. https://news.fullerton.edu/2025/09/ai-interview-bot-gives-students-edge-to-land-jobs-and-start-their-careers/
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